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ee--Discovery Discovery –– Mitigating Security ImpactsMitigating Security Impacts

Faith M. Heikkila, ABD, CIPP
Regional Security Services Manager

MI InfraGard Board Member

Credentials

Information security consultant – Pivot Group
Michigan InfraGard Board Member
ConnecTech Greater Kalamazoo Board Member
Michigan Critical Infrastructure Protection
Certified  Information Privacy Professional (CIPP)
Previous Work Experience:

• Complex Litigation Paralegal for 16 years
• Law firm IT Project Manager for 2 years
• CIS Chairperson and Assistant Professor for 5 years

PhD Candidate in Information Systems, specializing in information assurance at 
Nova Southeastern University
Published and presented a number of articles on security and e-discovery

I am not a lawyer and I do not even play one on TV.I am not a lawyer and I do not even play one on TV.
This presentation is:  merely my opinion and This presentation is:  merely my opinion and does not constitute legal advicedoes not constitute legal advice.  .  

Please contact your attorney for legal advice relevant to your ePlease contact your attorney for legal advice relevant to your e--discovery needs.discovery needs.
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Agenda
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This presentation will discuss e-discovery preparedness best 
practices, including the steps every organization must take 
regarding:
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E-Discovery Compliance in 
Litigation Readiness:
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Contextual DifferencesContextual Differences

E-Discovery Compliance in 
Litigation Readiness:
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E-Discovery Compliance in 
Litigation Readiness:
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E-Discovery Risks And Dangers:

• Example: Scott v. Beth Israel Medical Center 

E-Discovery Risks And Dangers:

Protect against Inadvertent Disclosure during Production
• Sensitive intellectual property
• Personally Identifiable Information (PII)
• Credit card information
• Medical information

Vendor Management of Third Parties 
• Web Portals used by litigation support companies and attorneys
• Security of third party personnel 
• Security clearance background checks
• Security of data while in control of third parties

• Authentication of data – unchanged while in hands of third party
• Last vulnerability assessment results
• Secure transmission of data
• Incident response plan of third party

• Disposal methods
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Creating an Effective
Legal (Litigation) Hold Policy
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Whenever litigation is anticipated, legal hold policy goes into effect

E-Discovery Plan
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E-Discovery Plan
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IT security is very relevant in readiness:
Establish rules for security
Sensitive documents must be protected
E-discovery policies and document management
Litigation hold policy

Protective order 
Discloses how documents are handled
Outline PII production safeguards
Inadvertent disclosure of PII
Destruction of produced ESI after case

Third-party security
Vendors and experts
Opposing party
Includes backup and recovery
Contractual obligations

Programs and Assessments
Information Security Management System Program

Risk Assessments
Vendor Management Program
Data Privacy and Protection Programs

Litigation Readiness: Best Practices –
Mitigating Security Impacts
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E-Discovery: Identifying and Mitigating Security Risks 
during Litigation, IT Professional, July/August 2008, p. 20-
25 http://www.pivotgroup.net/whitepapers.html

Amended Federal Rules of Civil Procedure (with Notes): 
http://www.uscourts.gov/rules/EDiscovery_w_Notes.pdf

MI Court Rules : http://coa.courts.mi.gov/rules/

The Sedona Conference
http://www.thesedonaconference.org/

E-Discovery Resources
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Contact Information

Faith M. Heikkila
Pivot Group, LLC
Regional Security Services Manager – Great Lakes
5955 West Main
Kalamazoo, Michigan 49009

Office: (269) 544-0030
Cell: (616) 430-8056

fheikkila@pivotgroup.net
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